


Information Literacy Community of Practice Bi annual meeting
The Right Information: information skills for the 21st century
https://khub.net/group/information-literacy-for-scotland/
Tuesday 12th June 2018 CILIP Scotland, Glasgow  10:30 – 12:30

1. Welcome and Apologies
The group thanked Cathy and Sean for hosting the meeting.

Apologies were received from:
Jenny Foreman, Lindsay McKrell, Carol Hallesy, Nahad Gilbert, Jacqueline Geekie, Ian McCracken, Bill Johnston, Lauren Smith, Beth Murphy.

Present: Cleo Jones (co chair), Morag Higgison (minutes), Paul Gray (minutes), Cathy Kearney, Sean McNamara, John Crawford, Clare Roberts, Fiona Laing, Annette Thain, Hilary Weir, David Hastings, Morgan Harvey.

2. Minutes were approved from the last meeting on the 1st November 2017
Cleo reported there will be no Digital and Information Literacy Forum event this year, but will invite SLIC to attend the November IL CoP meeting.

Cleo also reported the CPG on Digital Participation is discussing digital literacy and not just the infrastructure of broadband.

3. Research findings from Morgan Harvey and David Hastings
The group thanks Morgan and David for their work on this.  Their paper has been accepted for the ISIC conference in Krakow in October.  The final version will be published will be in an open access online journal:

Morgan delivered a presentation on their research on information literacy skills of 57 students at Craigmount High School, Edinburgh.

Conclusion
Poor performance
They felt they did well and task not difficult.  Shows lack of awareness of their own performance and skills
Highlighted a reliance on assisted functionality
Impact
Recommendations and guidelines for il teaching
Inform professional practice
Feedback to participants (pamphlet) for reflective purposes

As the results are now in the group needs to decide what we do next.  Cleo asked what can we take back to the school?  Suggestions included:
· Screen capture or game to show how to search correctly. 
· Morgan or David presenting this to the CPG on Digital Participation or school libraries conference.
· Morgan or David presenting this to the Autumn Gathering
· Cleo will also contact Kirsty McFaul at Education Scotland

Hilary Weir would be happy to build a screen capture resource to assist searching and make it available via the SQA Academy and GLOW.  Fiona Laing said the NLS would be interested in exploring this too.

4. Health literacy group discussion
Annette Thain reported health information is commonly sought by patients to support their health care and decision making on evidence available.  People independently will want to look online for health information and are often highly motivated to develop their knowledge on how to do this searching for information.  How can Libraries and librarians help? 
Annette also reported the new health literacy action plan has been launched which includes public and NHS libraries. John suggested bringing the various health literacy groups together to share knowledge, such as the Scottish health literacy action plan group.and the Health and Social Care Alliance Scotland.

The Alliance is also promoting a number of events around self management strategy, including Realising Realistic Medicine from Scotland’s Chief Medical Officer, which includes health literacy.  The Alliance is also producing training for public library staff to raise their confidence on health literacy, funded by SLIC.
Cleo said Cat Macauley thought that health literacy may be a better place to develop information literacy as it’s an important area and we could help with what is already going on there. Annette also explained there may be regional events to develop our ideas. 

Jenny has organised an initial meeting of the IL CoP health literacy group on 29th June, 2- 4pm at St Andrew’s House  to see how the IL CoP members can help with this. 

1. NetAcad promotion to Scottish Libraries.
Hilary received an enquiry asking who Helen Clothier (CISCO) could talk to about promoting NetAcad to Scottish Libraries.  Cleo suggested Helen Clothier contacts her in the first instance, then take it from there.

1. Update from the Digital Participation Scottish Government 5 Rights workshop with Snook.
Papers presented to meeting members. All agreed digital skills needed by young people. Cleo happy to discuss the workshop further. 
This workshop took place in April and feedback revealed that young people felt they were being told by adults what not to do online, and so worry them about being online.  They suggested having people their own age to teach them.  Other feedback was getting young people involved in this so they don't feel spoken down to.  Also, although it's about safety and security, children need to be given the tools to exercise their 5 rights.  Further information available on this SG blog post. 

[bookmark: _GoBack] 

1. Update from the Cross Party Group on Digital Participation
John suggests Morgan and David present to the Cross Party Group on Digital Participation.  John noted that Michael Fourman has done work on digital participation which is relevant here.
ACTION: Jenny Foreman to send email to CPAG Digital Participation secretary Jonathan Ruff to suggest  CPG on DP might host a presentation by Morgan Harvey.

8. CILIP Information Literacy Group update
As Jacqueline Geekie was unable to attend the meeting there was no update. However, please see revised CILIP Definition of Information Literacy 2018 (pdf).

1. Update on ECIL Conference 2018 (European Conference on Information Literacy)
This year’s conference is in Oulu, Finland with the theme “Information Literacy in Everyday Life” - how information literacy skills are needed by everyone. John Crawford commented that ‘fake news has revolutionized information literacy’ and the importance of any information sourced being fit for purpose.  This point has helped raise the agenda for Information Literacy.  John to look at possible contacts at Strathclyde University in order to host ECIL in the future.  He feels that Glasgow has all the infrastructure in place to support such a conference.  

Stephane Goldstein is editing a book - “Information Literacy, Democracy and Citizenship”.  1st drafts by contributors (inc. John Crawford, Dina Martzoukou and others) are due in this month.  It will be published by Facet Publishing.

John reported Bruce Ryan – a research student at Napier University is looking at use of information by local councillors and those who don't use public libraries.  He was funded by CILIP Information Literacy Group (ILG)

The group discussed the possibility of Scotland hosting ECIL.  All agreed we'd need to contact University of Strathclyde to ask if they'd host.  Cathy mentioned as Glasgow is hosting the EBLIP conference this would be a good grounding before hosting ECIL.

1. Ian McCracken
The group expressed congratulations to Ian on his CILIP Honorary membership.

11. DONM
11am – 1pm with sandwich lunch  Tuesday 20th November, Victoria Quay, Edinburgh
https://beta.gov.scot/about/contact-information/buildings/#victoria-quay


1

image1.emf
5Rights Workshop  Report - draft 110518.pdf


5Rights Workshop Report - draft 110518.pdf
Ministerial Action Group 5Rights

Workshop
Tuesday 24th April 2018 - Summary Report

Introduction
The Agenda
Key target groups
Overall themes from the workshop
1. Opportunity for GDPR
2. Education
3. Clarity of guidance and explanations
4. Staying up-to-date
Personas
Barriers and Opportunities

1. Right to Remove

2. Right to Know

3. Right to Safety and Support

4. Right to Informed and Conscious Use
5. Right to Digital Literacy

Service Principles
1. Right to Remove
2. Right to Know
1. Right to Remove
2. Right to Know
Next
Appendix

P WWWWWNN PP





Introduction

The Ministerial Action Group has been tasked with reflecting on the 5Rights work in
Scotland and developing an outline framework to guide the application of the Rights, as
outlined in Scottish Government and Young Scot’s 5Rights Report, May 2017.

The workshop held on 24th April 2018 was the first step towards developing an
ethical, futureproof framework with related service principles which addresses
the 5Rights. It aimed to provide the Digital Participation team with a starting point
for ongoing consultation and development. This document provides a high-level

overview of the workshop process and outputs.

The objectives of the hands-on, interactive session, designed and facilitated by Snook,
were to:
e Centre discussions and activities around the lives of young people today.
e Take a user-centred approach to developing the strategy, focused on identifying
target groups involved in promoting/applying the 5Rights
e Gain an understanding of the challenges and opportunities that the target groups

face in the context of each of the 5 Rights.

e Develop service principles for each of the 5 Rights
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The Agenda

1. Introductions and overview of the session (Scottish Government and Snook)
2. Developing and mapping personas for three target groups.
a. Considering the attributes of three different groups involved in
promoting/applying the 5 Rights.
3. Defining barriers and opportunities across the 5 Rights for each target group.
4. Developing principles across the 5 Rights for each target group.
a. Considering what implementers should do or not do when enacting the 5
Rights for each target group.
b. Considering the top 3-5 things each group need to know and apply related
to 5 Rights?

Key target groups

Enacting the 5Rights requires the involvement of young people and other key
stakeholders. We split the different stakeholders into three key target groups that we

used to frame discussions during the session:

e Young People: including 3-25 year olds; gamers, youth leaders, coders.

e Significant Adults: including parents, teachers, librarians, youth and social
workers, carers.

e Digital Service Providers/Deliverers: including schools, libraries, universities,
Government, local authorities, charities, public sector organisations, Facebook,

Twitter, BT, ASOS, Financial Service Provider, cyber security companies.
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Overall themes from the workshop

1. Opportunity for GDPR

Across the target groups and 5Rights, the opportunity afforded by the introduction of
GDPR was brought up again and again. Many participants hoped that this might
address some of the current issues and barriers preventing implementation of the
5Rights.

2. Education

For young people and significant adults, many participants expressed the opinion that
both groups needed more education about how to stay safe online. This would address
problems at both extremes - those who didn’t take precautions seriously and those who

avoided all online engagement because of security fears.

3. Clarity of guidance and explanations

Some of the guidance about rights to privacy and explanations of terms and conditions
was felt to be deliberately difficult to understand or overwhelming. It was suggested that
these should be co-developed with young people.

4. Staying up-to-date

Significant adults and service providers, such as libraries, felt that technology and
platforms changed so rapidly it was difficult to keep up with the latest developments and
understand what the emerging risks were. A verified source of up-to-date information

and guidance would address this.
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Personas

Personas are fictitious characters. They are representation of different types of people
and should be based on first-hand insights from research, with further validation from
target groups. This workshop used personas previously developed from other Snook
projects to provide participants with some examples of different experiences and

demographics.

In order to draw out their specific expertise and experience, workshop participants were
asked to write basic persona descriptions of 2-3 people from each target group and map
these along two axes, into one of four quadrants. The intention of this exercise was to

enable us to identity different demographics to involve in the research going forward.

A full list of the personas can be found in the Appendix.
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The axes for Young People and Significant Adults were:

High digital usage/
literacy

High awareness/

application of <
5Rights

A 4

Low digital usage/
literacy

The axes for Digital Service Providers/Deliverers were:

Local
A
High possibility of
being influenced <
by 5Rights
v
International

Low awareness/
application of
5Rights

Low possibility of
being influenced
by 5Rights
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Workshop participants produced numerous basic descriptions of people from each of
the target group quadrants in the workshop. We have synthesised their basic outlines to
develop and create representative personas for each quadrant. This was to make sure
that any further strategy that is developed will work for the variety of different people it’'s
going to affect. These hybrid personas, as outlined below, require further validation

through primary user research.

fight to easily et or us
have created.

‘Sometimes [ regret what
there was some easy waj

Young People

Low digital usage/literacy and Low awareness/application of 5 Rights

1. Alex, 9 years old.
Alex sometimes games and uses a headset to chat to his friends. He also likes
YouTube. Alex is not aware of rights and safety and the dangers and benefits of

online. He has no parental guidance around his usage.
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Low digital usage/literacy and High awareness/application of 5 Rights

2. Laura, 15 years old.
Laura has no access to services online at home so only accesses them within
school. Her mother doesn’t allow her to have a smartphone. Despite her low

digital usage, Laura is learning about 5Rights at school.

High digital usage/literacy and High awareness/application of 5 Rights

3. Amal, 22 years old.
Amal is a coder and has high tech skills. He lives in a small flat by himself and
struggles to afford his bills but prioritises the internet so he can code, use social
media and game online. Amal has a high awareness of the 5Rights through

engagement at college.

High digital usage/literacy and Low awareness/application of 5 Rights
4. Beth, 17 years old.
Beth likes chatting to people online on her smartphone - sometimes friends and

sometimes strangers. She has signed up accidentally to a lot of spam and feels
harassed. She is highly skilled (and fast!) when using preferred apps to
communicate with people. She is unaware of digital participation, literacy or

rights.
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Significant Adults

Low digital usage/literacy and Low awareness/application of 5 Rights

1. Mary, 72 years old.
Mary is a grandparent who looks after her two teenage grandchildren twice a
week. She has no smartphone or wifi and doesn’t have an understanding of
young people using the internet and social media. She is overwhelmed by fears

of the risk of technology to her grandchildren.

Low digital usage/literacy and High awareness/application of 5 Rights

2. Allison, 48 years old.
Allison is a primary school teacher. She hardly uses the internet and believes
that internet safety education is the role of parents. She is concerned that young
people are giving away too much personal information that could be used against

them in the future. Allison believes children should just “stay off computers”.
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High digital usage/literacy and High awareness/application of 5 Rights

3. Ross, 30 years old.
Ross is a social worker and is very digitally literate. He works with young people
and teaches them digital and information literacy skills. He would like to
communicate with the young people he works with online more, but agency

policies won'’t allow this.

High digital usage/literacy and Low awareness/application of 5 Rights

4. Mo, 33 years old.
Mo is a community learning worker and uses lots of digital tech with learners. He

works in isolation in a rural island community and is not ‘plugged in’ to new
policy/initiatives. He also has two young children and has started them on tech

early but never checks what they have been doing online.

signiﬁcant
Adults
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Digital Service Providers/Deliverers

Local and High possibility of being influenced by 5Rights Programme

1. Barbara, 36 years old.
Barbara is communications manager in the local government. She maintains the
digital service to raise awareness of council services. She holds a lot of data on

users and has high technical IT skills but is not aware of user needs.

Local and Low possibility of being influenced by 5Rights Programme

2. Stephen, 27 years old.
Stephen works as a youth leader for local government. He provides gaming
sessions for young people aged 12-18 years within youth club sessions.
He is highly aware of privacy/security issues and does a lot of work promoting

internet safety in youth clubs, schools and colleges.

International and High possibility of being influenced by 5Rights Programme
3. Phyllida, 45 years old.
Phyllida is Head of Tech Literacy at BT and is very aware of how the BT tech

literacy aims and objectives align to their business and corporate responsibility
aims, in the UK and international context. Phyllida takes the 5Rights seriously

and respects user’s privacy and rights online.

International and Low possibility of being influenced by 5Rights Programme
4. Chris, 23 years old.
Chris is a Sales Manager at ASOS. He wants to know lots about his buyers’

orders in order to influence their shopping habits and spending to increase ASOS
profits and market share. He has a lack of interest in rights over profit and fails to

take young people's’ rights seriously.
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These personas, which were developed during the workshop, need further testing
and validation. This can be done through further primary research with
individuals and target groups and frontline practitioners who work with the target

groups.

Barriers and Opportunities

Participants identified specific barriers and opportunities related to implementation of

each of the 5Rights across each of the target groups.

Significant Adults and Young People often had several, similar barriers and
opportunities. Digital Service Providers/Deliverers, on the other hand, often had many
different and more specific barriers and opportunities. This could be due to there being
a diverse range of service providers that were being considered. Going forward, this

needs to be explored further.
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1. Right to Remove

“Every child and young person should have the right to easily edit or delete all content
they have created.” (5Rights Report, May 2017).

Young People

Barriers and Opportunities for Young People

Participants commented that many young people have a lack of knowledge of 5Rights,
how to ask for help and what their digital footprint looks like. GDPR rights, education
and clear instructions about how to delete content, or request deletion, are opportunities
to counteract these barriers.

Barriers Opportunities

Not knowing how to request information to be removed GDPR right to measure

A Digital
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Not feeling comfortable to ask for help

GDPR right to restrict processing

Lack of understanding of individual’s rights

GDPR right to accurate records

Not knowing what information is alive about them/you -
what is my digital footprint?

Be able to delete comments that people
have put on posts

Significant Adults

Barriers and Opportunities for Significant Adults

Adults also have a lack of knowledge of how to remove data and information and they
often post information without the consent of young people. There are opportunities to

carry out awareness raising campaigns and use GDPR to reach adults.

Barriers

Opportunities

Awareness that removing information is possible

GDPR publicity

Parents often post content (pictures and information)
about their children without permission or informed
consent - consequences for the children

National CPD/CCPL programmes
(teachers/youth workers/parents?)

Not knowing the technical way of doing this

Awareness raising campaigns

Parental engagement

Informed adults can support young people to
do this

Question what is interaction between young
people consent and parental/proxy consent?
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Barriers and Opportunities for Digital Service Providers and Deliverers

Participants acknowledged that service providers need infrastructure and resources to

deal with people requesting deletion of content they have created themselves, or that

others have created or reused.

Barriers

Opportunities

Needs infrastructure to be able to remove data/posts

GDPR

Where does it go? Not just original place

Digital literacy increasing

How do you find this information on digital service
providers?

Privacy reviews across the board

Needs policies and people to deal with requests and
to respond in a reasonable period

For content uploaded by others - up to social
media companies to decide what is
‘inappropriate’ and whether to accept take
down requests

Lack of control if data has been reused

What about content created about you by others?

Digital
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2. Right to Know

“Children and young people have the right to know who is holding or profiting from their
information, what their information is being used for and whether it is being copied, sold
or traded.” (5Rights Report, May 2017).

Young People

Barriers and Opportunities for Young People

Participants expressed the opinion that there is a lack of clear communication about
what information is held, where it is held, how it is being used. This results in young
people being unaware of the potential implications. This could be overcome by

application of GDPR rand co-designing information with young people.

Barriers Opportunities

How do they do this? Clear, accessible guide/information co-designed
by young people

Understanding the T&Cs is one thing, but what GDPR right to be informed
about the implications of them?

Bad privacy notices not pitched at right level GDPR right of access to personal data

Not knowing what information their organisations
have and how it is being used

Significant Adults

Barriers and Opportunities for Significant Adults

Adults also have a lack of understanding around the Right to Know, and the reuse and
regeneration of information is hard to keep track of. GDPR and awareness raising with

those who care for children and young people could help to counteract this.

Barriers Opportunities

Data use often highly opaque GDPR publicity

Parents don't read T&Cs, how can you expect young people Awareness raising with adults
to? supporting young people

B\ Digital
P gt , SNCOK






16

Adults own lack of understanding/knowledge Parental engagement

Lack of understanding of both the impact of and solution to
this

Proliferation of data - often not self-generated, makes it hard
to keep track of

M“M Ww
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Digital Service Provider/Deliverer

Barriers and Opportunities for Digital Service Providers and Deliverers

Participants believed that some service providers do not appreciate that people struggle
with technical language, and others seem to use this to their own advantage. This could
be counteracted by co-designing terms and conditions with young people.

Barriers Opportunities

Lack of digital and information literacy GDPR
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Is it too onerous

Education within service

So many providers

Develop complete and informed privacy
notices

Users not understand true value of their data

Capacity for informed consent changes as
a young person grows up and build own
knowledge

“Real” consent rather than accepting the T&Cs to get to
next step/access service

Communication, transparency, usage of
data

Terms and conditions designed to discourage
reading/understanding

3. Right to Safety and Support

“Children and young people should be confident that they will be protected from illegal

practices and supported if confronted by troubling or upsetting scenarios online.”

(5Rights Report, May 2017).

Young People

Barriers and Opportunities for Young People

Participants suggested that young people do not know who to turn to or where to find

reliable information when they are unhappy about what is happening online. This could

be addressed by providing clear guidelines and emphasising the importance of looking

after themselves online.

Barriers

Opportunities

Adults/parents can exaggerate the dangers to young
people on the internet

Safe and supported contact with family for
children in care

Don’t know where to go for help and lots of info out
there but don’t know what is most reliable

More emphasis on benefits but be informed
about the dangers/wellbeing

Limited support with emotional issues/trauma if
children in care are in touch with family ‘in secret’

Part of mental health and wellbeing

B\ Digital
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Who has this responsibility? Become embedded part of digital champions
network
Lack of awareness of cyber bullying. Clear and accessible support at local level

Significant Adults

Barriers and Opportunities for Significant Adults

Some adults feel under-equipped to protect young people from online dangers and can

overreact by denying access. This could be addressed by education and peer support.

Barriers Opportunities

Adults and people who didn’t grow up digitally see | Significant adults who are the experts in offline
a divide between online and offline safety and support

Lack of confidence about how to support Peer support/learning

‘Neurosis’ about safety could lead to restrictions on | Carers need information and advice to support

tech children in care with their online contact with
family

Over reaction - seeking a “justice” solution to Parental engagement/awareness raising

problems

Digital
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Digital Service Provider/Deliverer

Barriers and Opportunities for Digital Service Providers and Deliverers

Participants expressed the opinion that there are limited systems in place to verify a
young person’s age and prevent access to unsuitable content. This is something that

should be addressed.

Barriers Opportunities

Parents/carers might not be digitally literate/interested Clear independent reporting -
independent body for support

People/staff resources Public librarians can help with support
and understanding

Different perceptions More granular content filtering
Support services inconsistent - all give different advice Peer support for young people
Systems not talking to each other Young Scot card as age verification

Age verification to check ID

4. Right to Informed and Conscious Use

“Children and young people should be empowered to reach into creative places online,
but at the same time have the capacity and support to easily disengage.” (5Rights
Report, May 2017).

Young People

Barriers and Opportunities for Young People

Participants indicated that young people are prevented and discouraged from using
some sites as they do not know how to access these without sharing personal data.

This can be overcome by education in digital literacy.

Barriers Opportunities
Excluded from social media groups as don’t want Deliver education in schools, community and
data shared - want to use anonymously libraries

B\ Digital
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How games/apps use entrapment techniques

Integrate digital literacy with health and wellbeing

Needs to be within curriculum

Information about wellbeing and the benefits of
disengaging

Some residential care settings don’t have wifi and
computers have very restricted internet access

Not relying on consent and meaningful choice

Significant Adults

Barriers and Opportunities for Significant Adults

Some adults lack the knowledge and skills to support young people to stay safe. This

can be addressed by awareness raising and skills training.

Barriers

Opportunities

Adults’ skills (and time to learn) to provide support

Moving from passive consumers to active
problem/skills/solutions

No sympathy for young people who are device dependant | Parental engagement

the consequences of this (positive and negative)

Awareness that young people need to be educated about | Awareness raising

Concerns about professional roles and responsibilities Help to improve skills and profile

Pressure to engage online

Digital
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Digital Service Provider/Deliverer

Barriers and Opportunities for Digital Service Providers and Deliverers
It was suggested that Digital Service Providers want to maximise engagement but

sometimes this can put young people at risk. Building in break times and other ways of

promoting wellbeing for participants would demonstrate customer care.

Barriers Opportunities

Peer pressure Education

Organisations/companies designing ‘entrapment’ Promote apps on phones and tech to tell you to

technology: designed to be addictive/immersive take a break

Rewards loops in games and social media Quality of time over quantity

Fear of missing out Quality is greater than quantity for time spent
online

Notification design: to increase usage Granular choice with regards to notifications

Notification rich social media platforms Building ‘quiet time’ for notifications

5. Right to Digital Literacy

“To access the knowledge that the Internet can deliver, children and young people need
to be taught the skills to use, create and critique digital technologies, and given the tools

to negotiate changing social norms.” (5Rights Report, May 2017).

Young People

Barriers and Opportunities for Young People

It was recognised that young people may use the internet a lot but often lack basic
digital skills. This can be improved by embedding digital literacy training in every area of

the curriculum from an early age.
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Barriers

Opportunities

In school there is very limited education in digital
literacy

Curriculum for excellence

Not always delivered in schools

Digital skills need to be embedded across the
curriculum

Assumptions of digital natives

Digital champions network framework

Considerations of children/young people’s
additional support for learning needs

Not just about how computers work but how it can
affect wellbeing - focus on health and wellbeing

Lack of access for some young people

Child-centred ways to promote digital literacy
which meet the needs of individual children and
young people

Unaware of data protection rights and how to
exercise them

A national programme across all ages and stages

Be aware of reaching young people not engaged in
any formal education

Be open about your systems/processes/policy

Significant
Adults

Digital
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23

Barriers and Opportunities for Significant Adults

Participants believed that many adults feel unprepared to teach digital literacy. Up-to-

date resources for training would help with this.

Barriers

Opportunities

Education system not well geared to this type of
critical/creative learning

Personalisation vs overreach into your life

Teachers confidence and skills

Good data vs bad data

Political pressure from teaching unions

Tech literacy and digital skills strategy -
teachers

Poor digital literacy in some significant adults
who/how do we learn from?

Build into pre-school learning (expansion of free
childcare hours)

Young people don’t understand or care enough

Parental engagement

Very fast moving world - relevant skills today are
irrelevant tomorrow

Awareness raising

Concerns about professional roles and
responsibilities, e.g. social workers

Digital Service Provider/Deliverer

Barriers and Opportunities for Digital Service Providers and Deliverers

Responses from participants in this section focused more on providers such as libraries

etc and the problems they faced with keeping everything up-to-date. They felt that

partnering with tech companies who could offer resources and training would help

address this.

Barriers

Opportunities

Pace of change

Supporting digital skills programmes (digital
garage)

Cost of adding and maintaining equipment

Integrating digital literacy into general literacy
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Desire to learn

Not just knowledge, it's information that is
searched for, shared and evaluated

Knowing what digital literacy means, e.g. digital
citizenship

Partnerships with tech companies

There are no hints and tips from service providers
on fake news, digital and information literacy. Not
enough education

Service Principles

Participants developed some Service Principles to guide implementation of the 5Rights.

Principles were based on some of the ideas generated in an activity focused on Dos

and Don’ts (see appendix).

Principles for the Young People and Digital Service Provider/Deliverer groups were

developed by for each of the 5Rights. The group working on Significant Adults felt that

there were service principles that applied across all five of the 5Rights and so

developed one set of principles.
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Young People

1. Right to Remove

1. Ifit's not obvious how to erase content, ask for help.

2. Participate in the co-design of the site.

2. Right to Know

1. Don’t be afraid to ask what information the organisation has about them.
2. If the T&Cs are accessible then make sure they read/watch them.

3. Know their data is valuable.

3. Right to Safety and Support

1. Expect a helpful response if there are problems and expect help to be easy to
find.

2. Simplified route to access for people with lower digital skills.

4. Right to Informed and Conscious Use

1. Feel confident about using online networks responsibly.
2. Understand your own comfort zone and ask for help when you go beyond it.

5. Right to Digital Literacy

1. Peer educate about experiences.
2. Use opportunities to learn and provide feedback on them.

3. Digital literacy framework (all skills included).
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Digital Service Providers/Deliverers

1. Right to Remove

1. Make it easy to find
2. Make it easy to remove

3. Make it easy to know you can

2. Right to Know

1. Be clear (plain English) about what data is held, what the data is used for and be
specific about what data is shared and who with.

2. Make it easy to find out what data is held.

3. Right to Safety and Support

1. Link with independent reporting bodies

2. Work towards an independent reporting body/system

3. Find and use opportunities to work with and through significant adults to
education them

4. Involve young people in design of your services to ensure safety and support

5. Provide young people the opportunity to reflect on their service experience

Digital
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4. Right to Informed and Conscious Use

Celebrate the ‘good’ of online
Design services with all users/everyone in mind (including those who won'’t share
data)

Design socially responsible services

4. Be transparent about how your service works

5. Right to Digital Literacy

=N A

Don’t assume
Design intuitive services
As a service provider understand the breadth of ‘digital literacy’

As a service provider continuously explore the evolving digital landscape and the

implications of that
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Significant Adults

Service Principles across all 5Rights

1. Technology can be a force for good, but benefits and risk need proportionate

balance
2. Helping young people enact the rights is a responsibility for all significant adults

3. Significant adults have a responsibility to build a coherent/consistent approach to

supporting the enactment of the rights

4. Engagement with digital is different for every person - there needs to be
recognitions and support for personal goals, skills, ambitions, interests, benefits
and risks

5. 5Rights are key to accessibility, participation and inclusion

6. The Rights and Principles need to be recognised, supported and owned by

young people

7. Thisis a very fast changing world --> we need to build in the ability to

return/update the rights and actions as technology changes

8. Significant adults need to recognise their own strengths and weaknesses and

build their skills and confidence
9. Principles must be driven by specific actions

10.Plain communication is essential
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Next

This short report represents the ideas and opinions of the group of people gathered
together for the workshop. The intention is that these form a starting point for further

exploration and discussion of the subject area.

We suggest that some of the personas in the identified target groups, including those at
opposite ends of the axes, should be engaged in further research to challenge or
validate and further develop the personas and service principles. It may be appropriate
for these to be developed into service and design patterns that can be prototyped and

tested with key target groups.
To progress the outputs from this workshop further we suggest the following:

1. Conduct further research to develop deeper insights into the needs of specific
target groups, focusing specifically on those with the lowest digital skills and
least awareness and application of the SRights.

2. Test and develop the service principles with the relevant groups.

3. Develop and prototype service and design patterns to guide application of the
5Rights.

Appendix

1. Personas
2. Dos and Don’ts

B\ Digital
P gt , SNCOK



https://drive.google.com/open?id=1ZY0U8bMul4L-WIt6eqz-uR57lERJk-IdI7vDSYEtVbo

https://drive.google.com/open?id=1tk4_EoPyGYW7ILi3u2qSy9OvWEoUrEopUUIN-WPf1QY




